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Abstract

The IEEE 802.11 is an evolving wireless standard which has yet to
be formalized. The standard aims at providing service equivalent to that
offered by a normal wired network. The load of the WLAN(Wireless LAN)
increases with increase in number of mobile hosts. Hence it is necessary
to optimize the traffic being sent over the medium. In this paper we
explore the various frame formats of the standard and possible avenues of
optimization. Our work deals mainly with the bit level implementation
of the frames and how it may be realized in an optimal manner. We also
take a closer look at the WEP (Wired Equivalent Privacy) prescribed by
the standard. We analyze its shortcomings and conclude by suggesting a
scheme to enhance the existing security setup.

1 Introduction

The IEEE 802.11 standard was defined in an effort to make Mobile comput-
ing pervasive. The 802.11 places emphasis on the mobile hosts, distributing the
decision making process proportionately between base stations (referred to as
Access Points or APs) and the mobile hosts. All this decision making entails
frequent transmission of frames. Thus all the frames should be streamlined and
frequently transferred frames and associated data structures should be appro-
priately buffered to increase operational efficiency.

2 Generic Frame Format Transmitter Side

The 802.11 defines a generic frame format for all types of frames for a mobile
station and an AP alike. The parts common to all the 802.11 frames are the

1. Frame control field 16 bits
2. Duration/Id field 16 bits
3. Address Fields (at least 2) (48 bits each)



4. Sequence Control (16 bits)
5. Frame Body (Encapsulates the upper layer PDU)
6. FCS (Error Checking )

The protocol is first analyzed from the transmitters points of view.

2.1 Frame Control

The frame control field is crucial because it identifies the frame type of
the current frame, which affects the way the station interprets the rest of the
frame. Since this frame is very commonly used this frame is modeled like a
record. Certain entities in this filed are static while the others are dynamic
hence the dynamic elements must be modeled at the software level while the
static elements may be hardwired into the system to optimize access to optimize
access. Since most of the fields have sizes varying from 1 bit to 4 bits a structure
similar to the bit-fields is proposed.
union framecontrol
(
struct fields
(
unsigned protver:2; //Protocol Version number
unsigned frmtype:2; // Frame type
unsigned frmstype:4; // Frame sub- type
unsigned toDS:1; // Frame going to AP
unsigned fromDS:1; // Frame From AP
unsigned morefrn:1; // More Fragments to be sent
unsigned retry:1; // Not first transmission
unsigned powmgmt:1; //Power state after current exchange
unsigned mordat:1; //More buffered frames at AP
unsigned wep:1; // Encryption Followed or not
)3
)s

e The protocol version number is a static field common to all the nodes in
the BSS hence this could be hardwired. Since there has been only one
value defined by the protocol the protver can be set by default to be 00.

e The frame type and subtype are decided by examining the PDU sent down
from the upper layers and then referring to a lookup table continuing all
the bit patterns corresponding to the frame types and subtypes. This
table will be maintained in the flash ROM memory of the wireless device
and the secondary storage of the AP. The overhead of maintaining this
table is only about 16 bytes memory wise, excluding the reserved values.

e The To DS/From DS sub-fields are set and reset according to the trans-
mitter and receiver of data. In an infrastructure BSS whenever a mobile



host is sending data to any other station the To DS field is set, as all
communication flow is through an AP and the From DS sub-field is reset.
Similarly in an AP the From DS field is set and the To DS is reset. In an
IBSS both the fields are reset and in a wireless DS both the fields are set.

e More Fragments sub-field is set by the transmitter if there are more pend-
ing transmissions. This could be achieved by an AP by analyzing the
status of the buffer and setting the field if more buffered fragments of the
frame for that particular station exist. The more fragment bit will never
be set in case of a control frame i.e.
if (frmtyp==01)

(
morefrm=0

)

e Retry Counter field is set if a frame has been sent and it has not been
acknowledged within a certain time period.

e Power management is a flag, which assumes a great significance in an
infrastructure BSS. If this bit were to be altered during or before trans-
mission, it could result in the AP not buffering frames for it and thus the
frames could be lost permanently. Hence the condition that the state of
this flag cannot be changed during the course of a transaction should be
strictly enforced.

e More Data flag is set by a transmitter if the current frame is not the last
of the buffered frames in an AP.

e WERP is a user-defined flag, which indicates whether the transmission sent
is to be encrypted. If this flag is set to 0 then there is no encryption. As
in control frame this value is always 0, hence care must be taken that this
field is not set in control frames. i.e.

If (frmtype==01)
(

wep=0;

)

e QOrder is also a user-defined flag if the user wants strictly ordered data
flow.

2.2 Duration/ID

This is a 16-bit field, which alternately refreshes the value of NAV if it is a
duration value. The AID is used to recover buffered frames from the AP. Thus
during transmission if a PS-poll signal is being transmitted the AID should be
transmitted in the Duration/ID field, i.e.
unsigned durid:16;
if ((frmtype==01)AND(frmstype==1010))



durid=0xC000;
durid=durid+AID; // AID is in hex

The AID is stored in the flash ROM of the device since it is required for
retrieving the buffered frames from the AP after the device has woken up. It
is not hard-wired since it changes whenever the station reassociates. In other
cases the duration is represented in this field. However before transmission bit
15 should be set to zero. i.e.
durid=0x0000;
durid=durid+apptime; //apptime is in hex and is measure of time require
to complete transaction

2.3 Address Fields

There are four types of address of which there are two which are very com-
monly used is the receiver address and transmitters address. In all the three
cases:

e IBSS
e AP in an infrastructure BSS
e Mobile Station in an infrastructure BSS

The BSSID is transmitted in all the frames that leave the system. Hence the
BSSID must be stored in a very fast register. In an IBSS the BSSID is the third
address field while in the AP it is the second address field and in the mobile
station it is the first address field. These conditions must be checked before
transmission of the frame.

2.4 Sequence Control

In sequence control there are two sub-fields, the sequence number and frag-
ment number. Fragment number can be implemented as a normal modulo 15
counter circuit, which is incremented on the receipt of an acknowledgment of the
previous transmitted fragment. The sequence number can also be implemented
as a modulo 4095 counter but care must be exercised in incrementing the counter
when a particular sequence is fragmented, since the sequence number is

constant over all the transmitted fragments of the particular sequence thus
we can impose the condition i.e.
if (fragmentno==0)

(
sequencenumber++ 3

)



2.5 Frame Check Sequence

There are two alternatives for computing FCS. One way is to have extremely
fast software modulo 2 dividing logic. The other would be to use 32, 1 bit shift
registers. The use of the shift registers is advocated as it reduces the complexity
of the processing chip and does not require any additional processing power.
This implementation is vital to the operation of the protocol, as all the frames
that are sent have to be put through the FCS before transmission.

3 Generic Frame Format Receiver Side

The same data structure defined for the transmitter previously is used to
collect the corresponding values on the receiver side.

3.1 Frame Check Sequence

Any data that is to be received on the receiver end will be first put through
the frame check sequence as described earlier. If any error has occurred in the
frame then the frame is rejected and the receiver waits for the transmitter to
transmit again.

3.2 Frame Control Field

The corresponding values are collected in the data structure as defined pre-
viously.

e The protocol version number is checked and compared with the stored
value. If there is a mismatch then the frame is discarded.

e Then the frame type and subtype values are analyzed and checked with
the values present in the table to identify the type of frame that has been
received.On the basis of this the corresponding procedure is invoked.

e The To/From DS sub-fields assume significance only if frmtyp=10, i.e.
only if it is a data frame.

e More fragments flag indicates that more fragments are to be expected.
It cannot be 1 for a control frame, which means that the control frame
cannot be fragmented.

e Retry flag has to be examined (if it is set) in conjunction with the sequence
control fields to weed out redundant frames or fragments. The presence
of a retry flag will force the receiver to send an immediate ACK of the
received transmission.

e Power Management flag is significant only for an AP. The AP must store
the power management flag?s status of the first frame received in the



transaction to verify that this value is maintained throughout the trans-
action, since the mobile station is not allowed to change the value of the
power management flag during the course of a transaction. If the power
management frame is set, then the corresponding memory to store the
buffered frames should be initialized.

e More Data Flag is significant in a mobile station communicating with an
AP for the retrieval of its buffered frames. If this flag is set then it is
better for the mobile station to send its next PS-Poll frame as soon as
possible (in case of wireless DS). It can resume its other operations when
the flag is reset.

3.3 Duration/ID

This field can represent either the AID of the mobile station in case of an
AP or it can contain the duration that can be updated to the NAV. This can
be represented as follows
if ((frmtype==01)AND(frmstype==1010))

(

unsigned temp:16=durid AND 0xC000
if (temp==0xC000)

(

aid=durid; // durid is an AID

)

)

else

(

if (destination address!=local address)
(

NAV=durid

)

else

(

Process Frame

)

)

4 WEP Encryption

The IEEE 802.11 currently offers two authentication algorithms, namely
the ’open system’ and the other being ’shared key’ system. However the ’open
system’ does not guarantee security, since there is no verification, and is a place-
holder for those stations which don’t want to implement the WEP encryption.

The shared key system, uses a key to be shared by the two communicating
stations. This key can be one of the various default keys, provided for the ESS
or BSS.The key being used is indicated in the keyID field of the Initialization



Vector(IV) of the WEP header.However these keys lose their reliability ,when
more number of stations get to know it,as is the case,and increases the chance
of unauthorized access.

The alternative is to follow key-mapping strategy, in which only the two
stations concerned share a key, and a secure communication link between the
stations is set up. However, the complexities involved in maintaining, assigning
and allocating keys to all the stations, has not been defined in the standard.

This problem can be circumvented, if keys can be generated dynamically.
D.E.Knuth[2] has stated an algorithm for generating permutations of n num-
bers, establishing a one to one mapping of the set of permutations and the range
of integers from (0....n!-1).These integers can be used to index the correspond-
ing permutation.Thus if the algorithms used to generate the index from the
permutation and vice-versa are adequately protected [3], then key assignment
can be handled dynamically in a BSS/ESS and can facilitate key negotiation
and handling.Note that now we will be transmitting the index and not the key
itself.This introduces another level of encryption,and the stochastic nature of
the key generated makes the process of system penetration very difficult.

5 Conclusion

The work presented here is part of an ongoing project ,where we are trying to
identify testable parameters for the standard.The final motivation of this project
is to develop a architectural model for the IEEE 802.11 based chips. We believe
that working along these lines will lead to a more efficient implementation of
the standard.
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