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Abstract. In this paper, we propose a novel approach for identifying
long-term high-rate flows at a router. Identifying the long-term high-rate
flows allows a router to regulate flows intelligently in times of congestion.
We employ a limited amount of state to record the arrivals of packets of
individual flows. The state is managed as an LRU cache. The LRU cache
self converges to hold only the flows that are high rate. The size of the
cache need not depend on the number of flows at the router. We analyze
a number of internet packet traces to show the effectiveness of this LRU-
based cache. It is shown that this scheme is highly scalable since a few
flows contribute a significant fraction of the traffic at a router.

1 Background & Motivation

Recently, there has been much interest in developing resource management tech-
niques that can effectively control nonresponsive applications. It has been shown
that nonresponsive applications can effectively claim most of the bandwidth at a
router while starving other applications that respond to congestion [1]. This has
motivated a number of recent proposals at novel buffer management techniques
that allow different droprates for different flows. In order to provide different
treatment to different flows at the time of congestion, it is necessary to iden-
tify flows that are significant contributors to traffic at the router. Similarly, to
prevent nonresponsive applications from monopolizing the resources, it is first
necessary to identify the flows that are not responding to congestion. In this
paper, we propose a simple scheme to identify long-term high-rate flows and
nonresponsive flows. The proposed scheme is independent of the actual resource
management technique that may be applied to control the traffic.

Current Internet traffic is heterogeneous. Most of the bytes, typically, are
transferred by a small number of flows (like ftp) while a large number of flows
(like HTTP) do not contribute much traffic in bytes. In such an environment,
flow based schemes tend to be inefficient as the work done to establish state may
not be useful for most short-lived flows. RED[2] and CHOKe[4], even though
increase drop rates for high bandwidth flows, do not work well as the number
of high bandwidth flows increases. With the growing use of multimedia (audio
& video) applications, it is expected that traffic due to unresponsive flows will
increase in the future. Hence, it is important to find mechanisms that do not
employ per-flow state, yet are effective in controlling several high bandwidth
(unresponsive) flows at the router.
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Most schemes try to achieve fairness by estimating the number of flows that
are present in the system. This is a difficult thing to do. With a great number
of short lived flows in the system that are idle for longer periods than active,
it is hard to estimate the number of flows accurately. There could be several
short-lived flows that would require only a few KB of the bandwidth, but a few
long lived flows that would need more bandwidth than their fair share. It would
be inappropriate in this context to base the evaluation criterion on fairness.
Achieving max-min fairness would not be possible since the demand of the flows
is not known apriori.

Ideally, one would want to keep track of the long-lived flows and drop pack-
ets from these flows in situations of congestion, rather than drop packets from
the short-lived flows. The rationale behind this is that dropping packets from
short-lived flows may not reduce congestion as they are typically not the source
of the congestion. As a result even if they reduce their rate, it would not make
a significant difference to the network status. More importantly these flows may
belong to HT'TP traffic or Telnet like interactive traffic that are sensitive to de-
lays. Dropping a packet from these flows would significantly affect the perceived
network QOS without improving the network congestion. Whereas, dropping
packets from flows that are causing the congestion to happen, viz., the high
bandwidth flows, would make a great deal of difference. These high bandwidth
flows may reduce their rate when they notice congestion and therefore experience
less drops or they may not respond and continue experiencing high drops.

In this paper, we propose a simple method to identify high bandwidth flows
at a router. The proposed method is totally decoupled from the underlying
buffer management scheme in the routers i.e., it can be employed irrespective of
the kind of the buffer management scheme used. The proposed method can be
coupled with a resource management scheme to achieve the specific goals at the
router.

2 Overview of the scheme

We consider various types of flows in this scheme viz., long-term high bandwidth
flows (referred to as high-BW flows), short-lived flows, and low bandwidth flows.
Flows that pump data at a rate that is greater than acceptable to the network
(this is typically decided by the ISP) over a period of time are high-BW flows.
Flows that pump bursts of data over a short period and stay idle for some period
and continue this process are short-lived flows. The others are classified as low
bandwidth flows simply because they do not violate the rate limit. Among the
high-BW flows we identify two classes, one that reduces its rate when congestion
is indicated and the second class that are non-responsive to congestion. Ftp
applications are typical examples of responsive high-BW flows. UDP sources
pumping data at high rates with no congestion control mechanism built into
them can be classified as nonresponsive high-BW flows. HTTP transfers over the
Internet can be classified as short-lived flows. UDP sources that send at a low
rate and telnet type interactive applications can be classified as low bandwidth
flows.



We propose a scheme that can be used by a router to recognize high-BW
flows. Also, our scheme can distinguish between responsive and non-responsive
high-BW flows.

2.1 Identifying high bandwidth flows

Packets from high-BW flows will be seen at the router more often than the other
flows. Short-lived flows, characterized by HTTP transfers, are typically the ON-
OFF type and send data intermittently. Thus, packets from such flows are not
seen at a constant rate at the router. When they are seen, the data is much less
than that of high bandwidth flows. So, by observing the arrivals of packets for a
period of time, the router can distinguish between high-BW and low-BW flows.

In order to identify high-BW flows at the router, we employ an LRU (Least
Recently Used) cache. This cache is of a fixed pre-determined size, ’S’. In an
LRU cache every new entry is placed at the topmost (front) position in the
cache. The entry that was the least recently used is at the bottom. This is
chosen to be replaced when a new entry has to be added and there is not enough
space in the cache. This mechanism ensures that the recently used entries remain
in the cache. The objective is to store state information for only long-term high
bandwidth flows in the LRU cache.

With a cache of limited size, a flow has to arrive at the router frequently
enough to remain in the cache. Short-term flows or low-BW flows are likely to
be replaced by other flows fairly soon. These flows do not pump packets fast
enough to keep their cache entries at the top of the LRU list and hence become
candidates for replacement. High-BW flows are expected to retain their entries
in the LRU cache for long periods of time.

Every time the router sees a packet, it searches the cache to check if that
flow’s entry exists in the cache. If yes (no), we say that a hit (miss) for that
flow has occurred. On a miss, the flow is added to the cache if there is space in
the cache. If there is no space in the cache, it replaces the least recently seen
entry. It adds this entry in the topmost position in the cache. On a hit, the
router updates the position of the entry in the cache (brings it to the topmost
position). The scheme employed in SRED [5] based on ”zombie list” is similar
to this approach, but it does not work well in the presence of many short-lived
http flows.

The use of LRU can be justified by the following data obtained from a network
trace. A complete distribution of packet counts across the flows in one network
trace is given in Table 1. This distribution shows that most of the flows send
very few packets and that most of the bytes are contributed by very few flows.
This seems to suggest that limited state caches may be successful in identifying
the high-BW flows.

To allow for burstiness of flows, we employ a ’threshold’ below which a flow
is not considered high bandwidth, even if its entry is in the cache. For each flow
in the LRU, we keep track of its ’packet count’ seen at the router. This count is
updated on each packet arrival. Only when this count exceeds the ’threshold’,
a flow is regarded as a high-BW flow. Short-term flows and low-BW flows are
likely to be replaced from the cache before they accumulate a count of ’threshold’.



