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Abstract

Recently, with the awareness of businessmen and
consumers and the development of mobile technologies,
the potential use of mobile devices in financial
applications such as banking and stock trading has seen a
rapid increase. However, the security challenges being
faced are diverse and increasing in number because of
huge amount of money flowing across the mobiles. There
have been several attempts in the field to preserve
anonymity of user and protect them from several attacks
but due to many security flaws these schemes are not
feasible for real-life implementation. In this paper we
focus on mobile banking and provide a scheme based on
2-factor biometric authentication for a user i.e. face and
voice recognition. We also propose the use of
steganography as a means to improve the communication
channel for any intrusion by the hackers.
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1. Introduction

With the evolvement of banking over the recent gear
many different electronic banking systems have gatr
like Automated Teller Machine (ATM) and telephone
banking. With the help of ATM’s the users couldfpem
transactions activities while in the later approeeuires
users to can make a telephone call to the bankigpater
system and use the phone’s key pad to perform bgnki
operations.

But, an ever-increasing growth in the mobile tedbgyp,
growing economy and the use of mobile devices
becoming more and more diversified, these devices a
used for banking and stock trading nowadays through
WAP. Mobile banking gives opportunity for everybody
for easy banking activities substantially incregsitne
interaction between the user and the bank. It habled

to increase financial access for people in rurahgsrand
paved the way for integrating rural people into the
mainstream financial system. Some of the mobileiman
services may include:

Viewing A/C statement

Fixed Deposit Enquiry

Online payment (Tax, electricity bill, etc)

Funds Transfer

Shopping/ Purchasing items [4,6]
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However, the amount of transaction money that flows
through mobile banking has led to attract criminal
attention.

Security concerns are important for customers dmed t
Banks alike. Findings from studies in eBanking disve
applications in the wider field of transaction sdgufor
eCommerce activities. Bank log-in security has ® b
strong and supervised as banks are an integrabpéne
defense against money laundering.

Concerns about security of prospective consumees ar
considered to be the most important factors infbiregn
demand [1, 5]. Serious operational risks and paent
liabilities are associated with security breachesthie
transfer of funds over the Internet [2]. The 2003 U
CSI/FBI Computer Crime and Security Survey reports
that 70% of respondents sites suffered from vasdhli
attacks, where 12% included theft of transaction
information and 6% financial fraud. Bank systemsl an
services are reported to be important targets among
fraudsters with 42% of cases related to credit ¢erdd,
20% to phone or utility bills, 13% to bank frauehda7%

to loan fraud.

Concern about security has led to a major barmer f
mobile banking adoption by several banks.

Apart from the authentication problems for sucodssf
remote banking transactions there are issues defatthe



transfer of information over the insecure commutiica
channel as shown in Fig. 1.

Many malicious codes like Trojans steal confiddrdita
like passwords for online banking services. In binig a
spoof web page imitating that of the user’s onliaak is
designed and used to encourage the user to entér ba
details in this false page. The data entered i$ tgethe
cyber crooks.

A recent study has revealed that phishing attaeksed
losses of $3.2 billion among US consumers in 20@Via
2006, the average amount stolen from each victim of
phishing and Trojans was €6,383.

Insecure Information Exchange

Query to bank

Please give me my
account balance

$3200.00

User/Client Bank Server

Fig. 1 Insecure Communication channel

Recent increases in online fraud have encouragedsBa
to think about some different multiple-factor sabuats for
their remote authentication procedures [3].

In this paper we discuss about the security of yeda
electronic banking systems and present an overaiegyv
evaluation of the techniques that are used in tireent
systems in section 2. We propose an authentication
mechanism for mobile banking using multiple
authentication components of biometrics for moreust
authentication in section 3. We further try to explsome

of the problems in the transmission phase of the
information and present the use of steganography fo
secure communication. Finally some implementation
details, conclusions and future work are preseirtetie
next sections.

2. Review of some Authentication

mechanisms and pitfalls

In this section we will review some of the existing
methods (Fig.2) used for the authenticity purposed
also discuss some of their weaknesses:

2.1 Fixed passwords

Till today, many remote e-banking systems rely on
traditional fixed passwords to authenticate ther.ushe
password’s form can be a combination of the account
number and PIN number or be a character-based segjue

22MAC
MAC is based on idea of a challenge/response sclieme
which a client proves his identity to the bank.(ientity

authentication) by demonstrating the knowledge of a
secret key and producing a proper response todonan
challenge using this secret.

2.3 Digital signatures

Besides entity authentication, digital signatures @lso
be used for transaction authentication. The prisajeing
key is usually stored on the user's computer anonig
protected with a password.

2.4 Hardwaretokens/ Smart Cards

Private digital signature keys and passwords for
transaction authentication can be kept on smantscar
Smart cards have been widely used as a meanstfty en
authentication like electronic identity cards eftobile
devices can enhance an Internet or WAP banking
system’s security and being personal these caronperf
cryptographic protocols to provide both entity and
transaction authentication. The communication betwe
WAP phone is realized manually with Bluetooth othwi
an infrared interface.

Call Center |
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Fig. 2. Banking distribution channels.

Security pitfalls of previous schemes

a. In many schemes [9], password is chosen by the
remote server which might be long, random and
difficult for a user to remember. The scheme is a
threat to the insider attack that has come to ktiev
password of the user and can misuse the system in
future [7]. Passwords are vulnerable to dictionary
attacks, guesses and social engineering [10].

b. Previous schemes do not preserve the anonymity of
the user. In the verification phase the transmissio
the authentication server over insecure channgign
login message. In case of transaction scenarie it i
very important to preserve the privacy of a user
because an adversary sniffing the communication
channel can eavesdrop the communication parties
involved in the authentication process to analyee t
transaction being performed by the user.

c. Previous literature does not have provision to glev
the mutual authentication between the user andeserv



d. Losing of smart cards is one of the very serious
problems because the lost card can impersonat vali
registered user.

e. Traditional authentication system is based on $ecre
key based on public key infrastructure (PKI). Bug t
key has many disadvantages as it can be forgotten o
stolen and can be easily cracked.

3. Proposed Scheme

In our proposed scheme we lay emphasis on biorsdtric
describe the authentication as in real life. Bitinge
characteristics cannot be lost or forgotten and are
extremely difficult to copy, share and distributk.
requires the person to be physically present asahlife

at the time and point of authentication. This kiofi
security can enable clients/users to use their banknd
biometrics to log in to the bank server remotelataess
their account.

In this paper we will use two-factor (2-factor)
authentication approach. 2-factor authentication ais
security solution requiring the verification of two
different modalities of authentication componentsd a
provides enhanced security.

We also propose to combine biometric security with
steganography to enhance security over insecureeha
The following fig. illustrates the general autheating
model procedure:
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3.1 Authentication Process
The complete authentication model is discussedabelo
and illustrated in Fig. 3.

A. Registration phase

The registration can be performed either personaily
remotely using the mobile by a user. During the
registration phase the following steps are perfarrbg
the bank server:

i. The biometric data of the user is captured, pegpssed
and the features are extracted. The feature teespkate
formed and stored as enrolled templates. Thesedsave
templates are referred during the verification phdsace
and voice samples are taken in our scheme foruhmope

for final template storage in the user database.

ii. The user is also given an elD as well as a\pas$
apart from (i) as an additional parameter for small
processing through his identity.

Capture
(many samples in different
conditions)

Feature
"1 Extraction

Pre-processing
"1 (if required)

Template
Storage

B. Login / Handshake Phase

When the user wants to login into the server ooant

he is required to enter his elD and password.

The server performs the following preliminary steps

i. Checks T is the current time stamp of the user’s
machine.

ii. Verifies initial login details i.e. the ID angassword.

iii. If the prior information entered is correchet user is
redirected to the biometrics authentication page te
user is asked to start video and voice transmidsiaugh

the mobile.

@ 1cICI Bank e-business

< r Bank
Server
Handshake
(secure)

C. Transmission Phase

This phase takes care of the transmitting inforomati
through the internet as we have no control over the
insecure channel.

i. In order to avoid the interruption of hackersdan
intruders we propose to hide the video and audia o
some images or videos related to normal life oentiise
which when encountered by the hacker can be ignored
and transmission can be proceeded safely.

ii. Even if the transmitting data is suspected lgy hacker

he cannot extract the secret data.

D. Verification phase

Upon receiving the login information and the stdi®,
the authentication server performs the followirgpst

i. The server applies the reverse of the embedding
secret data procedure to recover the biometric
information from the stego file.

ii. Checks the validity of time stamp with the camt

date and timeT 'andT,. If (T '=T,) 2 AT then the

server rejects the login request of the user otiserw
accepts the request. Hefel denotes the expected
valid time interval for transmission delay afd
denotes the receiving timestamp of login attempt by
the user.

iii. Once the biometrics is successfully deriveanfrthe
stego file, the face and voice recognition takesed



as discussed in section 3.3 and the suitable caradid
is matched from the database.

iv. Computesl "and T, from the MAC sent from the

server for confirmation. {T "=T_) =2 AT then the

user rejects this message otherwise calculates the
MAC hash function using his private key.

v. After receiving the response message from server
user compares the two hash values i.e. calculated
from MAC and the original value. If the two are
equal the server gets authenticated otherwise the
operation is terminated.

E. Data Transfer

Transaction Verification

Face & Voice

Once the user is successfully authenticated thea dat
(transaction details, etc) can be transferred owber
channel using the secure WTLS protocols after commo
encryption techniques.

F. Mutual Authentication

Once all the steps i.e. A-E are completed the stafu
authentication result is generated by the servkis tan

be done either by using MAC or sending a SMS to the
user. This will further strengthen the securityexgf the
proposed scheme as this would serve as an alaoasi

of false intrusion.
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Fig. 3. Proposed secure Authentication model
3.2 Steganogr aphy most users. The face recognition technology cagpttire

Steganography is an of art hiding secret messagegch

a way that no one, apart from the sender and iet&nd
recipient, suspects the existence of the messafma

of security through obscurity. The message is edten a

way to disguise the secret message in images, ¥iel&o

In our scheme also we use steganography to hide the
video and voice information before transmitting.

The hiding technique used must have sufficientlghhi
capacity and must be robust.

3.3 Face and Voice Recognition

Face recognition is non-intrusive, hands-free, manvide
for continuous authentication, and can be accepted

face images using mobile camera (visible spectrana)
extracts key features that do not change over {eng,
face shape, eyes, nose, mouth, ears, foreheadchamd
from the images. Then verification and identificatican
be performed by comparing the face features stiorée
database of faces.

Similar to face voice also plays a very importavie rfor

an individual. The voice and video are captured
simultaneously with the help of camera and microgho
present in users mobile.

In case of voice transmission the user is askesp&ak
the text displayed on his authenticating window his
mobile which is dynamic and thus changes each tiree



user wishes to login. The server matches the spegbh
the text. In this way it provides yet another atpéerfor
secure voice authentication.

The scheme provides security against an attackeris/h
looking over the shoulder or is sniffing the keytzbar
some software which are taking images of the destdo
intrude into a users account.

Some of the state of art techniques has been pedpos
the literature for robust face and voice recognifigy.

Besides this the distribution data i.e. video isoal
embedded a tag like a tracing key value (timestarop)
offer fidelity to uniquely identify a particular sgion of
login. The proposed model can also be extendeduit m
users to facilitate secure multi user transactions.

4. Implementation

The client must be equipped with a mobile phoné it
camera and the capability of browsing the internet
through WAP (Wireless Access Protocol).

Apart from this a dedicated standalone client/serve
application is needed for the successful realinatd
communication between the user and the bank. Haweve
the bank must provide the user with the necessary
software. A Java applet for that matter would ke ltlest
solution.

5. Extensions

The concept of mobile banking and the proposed
authentication mechanism can be extended to mobile
shopping which has also grown quite rapidly in tbeent
era with the introduction of online marts. Govermine
institutions can increase use, supply and promotibn
electronic services through mobiles. Mobile voticgn
also be introduced which will uniquely identify éac
individual and they could cast their votes rematétyall

of the above applications the role of authenticatio
becomes very important and our scheme proves teiye
robust and secure in such scenarios.

6. Conclusion

In this paper, we have presented weaknesses of sbme
the previous remote user authentication schemestlyfi

we showed that how the previous schemes were
vulnerable to insider attack and did not preserve
anonymity of a user, long and random password e

to remember, no provision for revocation of losstolen
smart card and no support for session key agreement
during authentication process. To overcome thetifieah
problems we proposed an enhanced biometrics based
steganographic approach which improves all the
identified weaknesses and is more secure and rdbust
real-life use. The proposed scheme can withstaed th
forged authenticating attacks besides providingtebet

communication with the system as the information
traveling across the insecure channel is alwaysldnid
The system is very secure as mutual authenticatibes
place between the communicating parties for pracgss
of the supplied information. Moreover, our scherse i
robust, practical and more efficient than otherscbs.

7. FutureWork

In future, more practice handling and using sudiestes
especially the biometrics within the experimentaitiag
might provide more realistic data, reducing theepttl
strain and bias of first-time use. Practical impéenation

of the same is also required to have a real life
environment for more developments to take place. &fs
biometrics may certainly lead to real life physical
authentication systems. More robust techniquesfdoe
and voice recognition need to be explored.
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